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Abstract

Thi s docunent defines an architecture for protocols and services to
support Unmanned Aircraft System Renote ldentification and tracking
(UAS RID), plus RID-related conmunications, including required
architectural building blocks and their interfaces.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 6, 2021.
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This docunent is subject to BCP 78 and the I ETF Trust’s Legal
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1. I nt roducti on

Thi s docunent describes a natural Internet and MAC-| ayer broadcast -
based architecture for Unmanned Aircraft System Renote Identification
and tracking (UAS RID), conform ng to proposed regul ati ons and
external technical standards, satisfying the requirenents listed in

t he conpani on requirenments docunent [I-D.ietf-drip-reqgs].

Many consi derations (especially safety) dictate that UAS be renotely
identifiable. Civil Aviation Authorities (CAAs) worl dw de are
mandati ng Unmanned Aircraft Systens (UAS) Renote |dentification
(RID). CAAs currently (2020) pronul gate performance-based

regul ations that do not specify techniques, but rather cite industry
consensus techni cal standards as acceptabl e nmeans of conpliance.

1.1. Overview UAS Renote ID (RID) and RI D Standardi zati on

A RIDis an application enabler for a UAS to be identified by a UTM
USS or third parties entities such as |law enforcenent. Many safety
and ot her considerations dictate that UAS be renotely identifiable.
CAAs wor |l dwi de are mandating UAS RID. The European Uni on Avi ation
Saf ety Agency (EASA) has published [Del egated] and [ npl ementi ng]
Regul ations. The FAA has published a Notice of Proposed Rul e Maki ng
[NPRM. CAAs currently pronul gate performance-based regul ati ons that
do not specify techni ques, but rather cite industry consensus
techni cal standards as acceptabl e neans of conpliance.

ASTM

ASTM I nternational, Technical Commttee F38 (UAS), Subcommttee
F38.02 (Aircraft QOperations), Wrk Item W65041, devel oped the new
ASTM [ F3411-19] Standard Specification for Renote I D and Tracki ng.

ASTM defines one set of RID information and two neans, MAC-| ayer
broadcast and | P-1ayer network, of communicating it. I1f a UAS
uses both comruni cati on net hods, generally the sane information
must provided via both neans. The [F3411-19] is sighted by FAA in
its RRD [NPRM as "one potential means of conpliance” to a Renote
I D rule.

3GPP

3GPP provides UA service in the LTE network since release 15 in
publ i shed technical specification [TS-36.777]. Start fromits
rel ease 16, it conpleted the UAS RID requirenment study in

[ TS-22.825] and proposed use cases in the nobile network and the
services that can be offered based on RID and ongoi ng rel ease 17
speci fication works on enhanced UAS service requirenent and
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1

1

2.

2.

provi des the protocol and application architecture support which
is applicable for both 4G and 5G network. ATIS s recent report

[ ATI S-1-0000074] proposes architecture approaches for the 3GPP
network to support UAS and one of which is put RID in higher 3GPP
prot ocol stack such as using ASTMrenote |ID [F3411-19].

Overvi ew of Types of UAS Renote ID
1. Network RID

Network RID defines a RID data dictionary and data flow. froma UAS
via unspecified nmeans to a Network Renote | D Service Provider (Net-
RID SP); fromthe Net-RID SP to an integrated, or over the Internet
to a separate, Network Renote ID Display Provider (Net- RID DP); from
the Net-RID DP via the Internet to Network Renote ID clients in
response to their queries (expected typically, but not specified
exclusively, to be web based) specifying airspace vol unes of

interest. Network RI D depends upon connectivity, in several

segnments, via the Internet, fromthe UAS to the Cbserver

The Network RIDis illustrated in Figure 1 bel ow

x x UA
XX XXX khkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkhkkhkkhkkhk
| * e Eo RS +
| / * | NET_R d_SP
| Eo / R L T T gy +
| RF */ | *
| * | NTERNET | R +
| /* +---*--| NET_Ri d_DP
| / R T T g +
+ / * | *
X / ****************l*** X
XXXXX | XX XXX
X Fo--o--- X
X X
X X OQperat or (GCS) Qobser ver X X
X X X X
Figure 1

Via the direct Radio Frequency (RF) link between the UA and GCS
Conmmand and Control (C2) flows fromthe GCS to the UA; for all but

t he sinplest hobby aircraft, position and status flow fromthe UA to
the GCS. Via the Internet, through three distinct segnents, Network
RID information flows fromthe UAS (conprising the UA and its GCS) to
t he Cbserver
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1.2.2. Br oadcast RI D

Broadcast RID defines a set of RID nessages and how the UA transmts
themlocally directly one-way, over Bluetooth or W-Fi. Broadcast
RI D should need Internet (or other Wde Area Network) connectivity
only for UAS registry information | ookup using the locally directly
received UAS | D as a key. Broadcast RI D should be functionally
usable in situations with no Internet connectivity.

The Broadcast RIDis illustrated in Figure 2 bel ow

Editor’'s note: |Is there a need to add i nterconnections between
B-RID and NNRID in the draw ng

X x UA
XX XXX

app nessages directly over
one-way RF data link (no IP)

X
X
XXX XX +——————
X
X

xX X

bserver’s device (e.g. snartphone)

X

Figure 2
Editor’s note: the following may nore clarification
0 what Broadcast RID can do w & w o Observer Internet connectivity

0 How Broadcast RID transmts public info (obviating sonme registry
| ookups)

0 how Network RIDis "less constrai ned" than Broadcast R D
1.3. Overview of USS Interoperability

Editor’s Note: Show how DRIP RID is an enabl er of USS
Interoperability Figure 3
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S SRS +
| DSS |
+o e e - - +
/ \
/ \
/ \
S SRS + S SRS +
| USS-1 | <---------- > | USS-2
+o e e - - + +o e e - - +
Figure 3
1.4. Overview of DRIP Archicture
The requi rements docunent al so provides an extended introduction to
t he probl em space, use cases, etc. Only a brief summary of that
introduction will be restated here as context, with reference to the
general architecture shown in Figure 4 bel ow
Gener al X X Publ i c
Publ i c XXXXX XXXXX Saf ety
Qobser ver X X Qobser ver
X X
X X ====nmn-- + e X X
X X [ X X
|
+ 4+
XXXXXXXXXX
X X
R +X Internet xX+------------ +
I X X I
UAL X | XXX XXXXXXX | x UA2
Pilot XXXXX + + + XXXxX Pil ot
Qperator x | ] | X Operator
X ||| X
X X | | | X X
X X | | | X X
|||
Femmmem e + | | | Femmmem e +
| I EEEEE S SRR | |
| Public | | | Private |
| Registry | +----- + | Registry
| | | DNS | | |
R + +----- + R +
Figure 4
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Editor’s note: the archteture may need nore clarification, and
address the foll ow ng:

o add network RID and broadcast RID in the picture (since those are
t he focus points)

0 connectivity requirements anong UA, GCS, SP, DP (if necessary)

DRIP will enable |everaging existing Internet resources (standard
protocol s, services, infrastructure and busi ness nodels) to neet UAS
RID and closely related needs. DRIP will specify howto apply | ETF
standards, conplenenting [F3411-19] and other external standards, to
satisfy UAS RID requirenments. DRIP will update existing and devel op
new protocol standards as needed to acconplish the foregoing.

This docunent will outline the UAS RID architecture into which DRI P
must fit, and an architecture for DRIP itself. This includes
presenting the gaps between the CAAs’ Concepts of Operations and
[F3411-19] as it relates to use of Internet technol ogi es and UA
direct RF communications. |ssues include, but are not limted to:

0 Mechanisns to | everage Domain Name System (DNS: [ RFC1034]) and
Ext ensi bl e Provi si oning Protocol (EPP [RFC5731]) technology to
provide for private (Section 5.1) and public (Section 5.2)

I nformati on Registry.

o0 Trustworthy Renote ID and trust in RI D nessages Section 6

o Privacy in R D nessages (PIl protection) Section 8
Eiditor’s Note: The foll ow ng aspects are not covered in this
draft, yet. W nmay consider add sections for each of themif
necessary.

o UA -> Gound comuni cations including Broadcast RI D

0 Broadcast RI D ' harvesting and secure forwarding into the UTM

0 Secure UAS -> Net-RI D SP conmuni cati ons

o0 Secure Qobserver -> Pilot communi cations

2. Conventions
The key words "MJST", "MJIST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT*, "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
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14 [ RFC2119] [RFC8174] when, and only when, they appear in al
capitals, as shown above.

3. Definitions and Abbreviations

3.1. Additional Definitions
Editor’s Note: to be updated.

Thi s docunment uses ternms defined in [I-D.ietf-drip-regs].

Editor’s note: in order to make it self-contain, listing terns
used in this draft should be okie, comments?

3.2. Abbreviations

Editor’s Note: to be updated.

ADS- B: Aut omat i ¢ Dependent Surveillance Broadcast
DSS: Di scovery & Synchroni zation Service

EdDSA: Edwar ds- Curve Digital Signature Al gorithm
GCS: G ound Control Station

HHI T: Hi erarchical H T Registries

H P: Host ldentity Protocol

H T: Host ldentity Tag

Rl D Renote | D

Net-RI D SP: Network RI D Service Provider

Net-RI D DP: Network RID Display Provider.

PII: Personal ly Identifiable Information
RF: Radi o Frequency

SDSP: Suppl ement al Data Service Provider
UA: Unmanned Aircraft

UAS: Unmanned Aircraft System
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USS: UAS Service Supplier
UTM UAS Traffic Managenent
4. HHIT for UAS RID

Editor’s note: | think we should explain HHI T designs for UAS RID
first and give readers a direct inporession what this draft is
offering. This is one of Daniel’s comment, we shall focus on

sol utions, w thout repeating too much of details froma sepecifc
draft.

Thi s docunent describes the use of Hierarchical Host ldentity Tags
(HHI Ts) as self-asserting |IPv6 addresses and thereby a trustable
Identifier for use as the UAS Renote ID. HH Ts self-attest to the
i ncluded explicit hierarchy that provides Registrar discovery for
3rd-party ID attestation.
H Ts are statistically unique through the cryptographic hash feature
of second-prei nage resistance. The cryptographically-bound addition
of the Herarchy and a HHI' T registration process (TBD;, e.g. based on
Ext ensi bl e Provisioning Protocol, [RFC5730]) provide conplete, global
HHI T uni queness. This is in contrast to general IDs (e.g. a UU D or
devi ce serial nunber) as the subject in an X 509 certificate.

other pointers: (nostly list how HHIT satisfy the reqs-)
o Wy DRIP RID shoul d MUST/ May be a HH T?
o HHT R D format, nmetadate, and other useful info
o HHT RIDregistar workfl ow
o HH T Users (operator/USS/ NETRI D- SP?)

* expand on different uses of & relationship between optional
manuf act ur er - assi gned H & subsequent single-use H's

o how security is guaranteed

* call X 509 PKI not "standard" but "classical", describe it to
justify why it won’t work here

* explain continuing role of sone kind of CA even wo X 509 PK
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Editors’ note: this is also one of the Mchael’s comment, we
can address it here

o how DNS | ookup nay happen (Reverse DNS?)
0
5. DRIP RIDEntities (WAS Entities and their interfaces)

Editor: This section descrips the DRIP RID ecosystem such as RID
desi gn phil osophy, PIl registration, Still not sure this is a good
title since here mainly tal ks about regiter, maybe use this seciton
focus on HHIT RID registration?? | al so have suggestion to nove the
CS-RID to a seperated section

Any DRIP solutions for UAS RID nust fit into the UTM (or U space)
system This inplies interaction wth entities including UA GCS,
USS, Net-RID SP, Net-RI D DP, (bservers, Operators, Pilots In Command,
Renote Pilots, possibly SDSP, etc. The only additional entities
introduced in this docunent are registries, required but not

speci fied by the regul ations and [ RFC7401], and optionally CS-RI D
SDSP and Fi nder nodes.

UAS registries hold both public and private UAS i nformation. The
public information is primarily pointers to the repositories of, and
keys for |ooking up, the private information. G ven these different
uses, and to inprove scalability, security and sinplicity of

adm nistration, the public and private information can be stored in
different registries, indeed different types of registry.

Editor’s note: what are differences & rel ationships anong public &
private registries, DP, SP, USS

5.1. Private Information Registry
5.1.1. Background

The private information required for UAS RRDis simlar to that
required for Internet domain nane registration. Thus a DRIP RID
solution can | everage existing Internet resources: registration
protocols, infrastructure and business nodels, by fitting into an ID
structure conpatible with DNS nanes. This inplies sone sort of

hi erarchy, for scalability, and managenment of this hierarchy. It is
expected that the private registry function will be provided by the
same organi zations that run USS, and likely integrated with USS.
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5.1.2. Proposed Approach

A DRIP UAS | D MIST be anenable to handling as an Internet domain name
(at an arbitrary level in the hierarchy), MJST be registered in at

| east a pseudo-domain (e.g. .ip6.arpa for reverse |ookup), and MAY be
regi stered as a sub-domain (for forward | ookup).

A DRIP private information registry MJST support essential I|nternet
domai n name registry operations (e.g. add, delete, update, query)
usi ng i nteroperabl e open standard protocols. It SHOULD support the
Ext ensi bl e Provi sioning Protocol (EPP) and the Registry Data Access
Protocol (RDAP) with access controls. It MAY use XACM. to specify

t hose access controls. It MJST be listed in a DNS: that DNS MAY be
private; but absent any conpelling reasons for use of private DNS,
SHOULD be the definitive public Internet DNS hierarchy. The DRI P
private information registry in which a given UAS is regi stered MJST
be findable, starting fromthe UAS I D, using the nethods specified in
[RFC7484]. A DRIP private information registry MAY support WbFi nger
as specified in [ RFC7033].

5.2. Public Information Registry
5.2.1. Background

The public information required to be nmade available by UAS RID is
transmtted as cleartext to | ocal observers in Broadcast RID and is
served to a client by a Net-RID DP in Network RID. Therefore, while
| ETF can offer e.g. [RFC6280] as one way to inplenent Network RID
the only public information required to support essential DRI P
functions for UAS RIDis that required to | ook up Internet domain
hosts, services, etc.

5.2.2. Proposed Approach

A DRIP public information registry MIST be a standard DNS server, in
the definitive public Internet DNS hierarchy. It MJST support NS,

MX, SRV, TXT, AAAA, PTR, CNAME and HIP RR (the | ast per [RFC8005])
types. If a DRIP public information registry lists, in a HP RR any
H P RVS servers for a given DRIP UAS ID, those RVS servers MJST
restrict relay services per AAA policy; this may require extensions
to [ RFC8004].

5.3. CS-RI D concept
Editor’s Note: if CSSRIDis optional, may be added in separately

section stating optional features Maybe add the CS into
archi tecture di agram
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ASTM antici pated that regulators would require both Broadcast R D and
Network RID for large UAS, but allow RI D requirenments for small UAS
to be satisfied with the operator’s choice of either Broadcast RID or
Network RID. The EASA initially specified Broadcast RI D for UAS of
essentially all UAS and is now considering Network RID al so. The FAA
NPRM requires both for Standard RID and specifies Network RI D only
for Limted RID. One obvious opportunity is to enhance the
architecture with gateways from Broadcast RID to Network RID. This
provi des the best of both and gives regulators and operators
flexibility. Such gateways could be pre-positioned (e.g. around
airports and other sensitive areas) and/or crowdsourced (as nothing
nore than a smartphone with a suitable app is needed). As Broadcast
RI D nedia have |imted range, gateways receiving nessages claimng

| ocations far fromthe gateway can alert authorities or a SDSP to the
failed sanity check possibly indicating intent to deceive.
Surveillance SDSPs can use nessages With precise date/tine/position
stanps fromthe gateways to nmultilaterate UA | ocation, independent of
the I ocations clainmed in the nessages, which are entirely operator
self-reported in UAS RID and UTM Further, gateways wi th additiona
sensors (e.g. smartphones with caneras) can provide independent
information on the UA type and size, confirmng or refuting those
claims made in the RID nessages. CS-RID would be an option, beyond
baseline DRIP functionality; if inplenented, it adds two nore entity

types.
5.3.1. Proposed optional CS-R D SDSP

A CS-RID SDSP MUST appear (i.e. present the sane interface) to a Net-
RID SP as a Net-RID DP. A CS-RI D SDSP MJUST appear to a Net-RI D DP as
a Net-RID SP. A CS-RID SDSP MJUST NOT present a standard GCS-facing
interface as if it were a Net-RID SP. A CS-RI D SDSP MJUST NOT present
a standard client-facing interface as if it were a Net-RID DP. A CS-
RI D SDSP MUST present a TBD interface to a CS-RID Finder; this

i nterface SHOULD be based upon but readily distinguishable fromthat
between a GCS and a Net-RID SP

5.3.2. Proposed optional CS-RID Finder

A CS-RID Finder MIUST present a TBD interface to a CS-RID SDSP; this
i nterface SHOULD be based upon but readily distinguishable fromthat
between a GCS and a Net-RID SP. A CS-RI D Finder nust inplenent,
integrate, or accept outputs from a Broadcast RID receiver. A CS
RI D Finder MUST NOT interface directly with a GCS, Net-RI D SP, Net-
RID DP or Network RID client.
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6. UAS Renote ldentifiers
6.1. Background

A DRIP UAID needs to be "Trustworthy”. This neans that within the
framewor k of the RI D nessages, an observer can establish that the RID
used does uniquely belong to the UA. That the only way for any other
UA to assert this RID would be to steal sonething fromw thin the UA
The RID is self-generated by the UAS (either UA or GCS) and

regi stered with the USS.

Wthin the [imtations of Broadcast RID, this is extrenely
chal | engi ng as:

o0 An RID can at nost be 20 characters

o The ASTM Basi ¢ RI D nessage (the nessage containing the RID) is 25
characters; only 3 characters are currently unused

0 The ASTM Aut henti cati on nessage, with sone changes from[F3411-19]
can carry 224 bytes of payl oad.

St andard approaches |ike X. 509 and PKI will not fit these
constraints, even using the new EdDSA al gorithm An exanple of a
technology that will fit within these [imtations is an enhancenent
of the Host Identity Tag (HI T) of H Pv2 [ RFC7401] i ntroducing

hi erarchy as defined in HHIT [I-D. noskow tz-hi p-hierarchical-hit];
using H erarchical H Ts for UAS RRDis outlined in HH T based UAS RI D
[I-D.ietf-drip-rid]. As PKI with X 509 is being used in other
systenms with which UAS RID nust interoperate (e.g. the UTM Di scovery
and Synchroni zation Service and the UTM I nterUSS protocol) mappings
between the nore flexible but larger X 509 certificates and the HHI T
based structures nmust be devi sed.

By using the EAJDSA HHI T suite, self-assertions of the RID can be done
inas little as 84 bytes. Third-party assertions can be done in 200
bytes. An observer would need Internet access to validate a self-
assertion claim A third-party assertion can be validated via a
smal | credential cache in a disconnected environnent. This third-
party assertion is possible when the third-party al so uses HH Ts for
its identity and the UA has the public key for that HH T.

6.2. Proposed Approach
A DRIP UAS ID MIUST be a HHIT. It SHOULD be sel f-generated by the UAS
(either UA or GCS) and MUST be registered with the Private

I nformation Registry identified inits hierarchy fields. Each UAS ID
HHI T MUST NOT be used nore than once, with one exception as foll ows.
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Each UA MAY be assigned, by its manufacturer, a single H and derived
HH T encoded as a hardware serial nunber per [CTA2063A]. Such a
static HHI T SHOULD be used only to bind one-tinme use UAS | Ds (ot her
HH Ts) to the unique UA. Dependi ng upon inplenentation, this my

| eave a H private key in the possession of the manufacturer (see
Security Consi derations).

Each UA equi pped for Broadcast RI D MJUST be provisioned not only with
its HHIT but also with the H public key fromwhich the HHI T was
derived and the corresponding private key, to enabl e nessage
signature. Each UAS equi pped for Network RI D MJUST be provisioned

i kewi se; the private key SHOULD reside only in the ultimte source
of Network RI D nessages (i.e. on the UAitself if the GCSis nerely
rel aying rather than sourcing Network RID nessages). Each observer
devi ce MJUST be provisioned with public keys of the UAS RI D root

regi stries and MAY be provisioned with public keys or certificates
for subordinate registries.

Qperators and Private Information Registries MJUST possess and ot her
UTM entities MAY possess UAS ID style HHI Ts. Wen present, such
HH Ts SHOULD be used with HIP to strongly nutual |y authenticate and
optionally encrypt comrunicati ons.

7. DRIP Transactions enabling Trustworthy

Each Operator MJST generate a Host Ildentity of the Operator (H o) and
derived Hierarchical H T of the Operator (HH To), register themwth
a Private Information Registry along with whatever Operator data
(inc. PIl) is required by the cognizant CAA and the registry, and
obtain a Certificate fromthe Registry on the Qperator (Cro) signed
with the Host Identity of the Registry private key (Hr(priv))

provi ng such registration.

To add an UA, an Operator MJUST generate a Host ldentity of the
Aircraft (Hla) and derived H erarchical HT of the Aircraft (HH Ta),
create a Certificate fromthe Operator on the Aircraft (Coa) signed
with the Host ldentity of the Operator private key (Ho(priv)) to
associate the UA with its Operator, register themwith a Private
Informati on Registry along with whatever UAS data is required by the
cogni zant CAA and the registry, obtain a Certificate fromthe

Regi stry on the Operator and Aircraft ("Croa") signed with the
Hir(priv) proving such registration, and obtain a Certificate from
the Registry on the Aircraft (Cra) signed with Hr(priv) proving UA
registration in that specific registry while preserving Operator
privacy. The operator then MJST provision the UA with H a,

H a(priv), HH Ta and Cra.
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UA engagi ng i n Broadcast RID MJUST use H a(priv) to sign Auth Messages
and MUST periodically broadcast Cra. UAS engaging in Network R D MJUST
use Ha(priv) to sign Auth Messages. (Cbservers MJST use H a from
received Cra to verify received Broadcast RI D Auth nessages.
(bservers without Internet connectivity MAY use Cra to identify the
trust class of the UAS based on known registry vetting. Cbservers
with Internet connectivity MAY use HH Ta to perform | ookups in the
Public Information Registry and MAY then query the Private
Informati on Registry, which MIST enforce AAA policy on Operator PI
and ot her sensitive information.

8. Privacy for Broadcast PI

Editor’s ntoe: nove this to a subsction of Operator Privacy?

Broadcast RI D nmessages may contain PII. This may be information
about the UA such as its destination or Operator information such as
GCS |l ocation. There is no absolute "right" in hiding PIl, as there

will be times (e.g., disasters) and places (buffer zones around
airports and sensitive facilities) where policy may mandate al
information be sent as cleartext. Oherw se, the nodern general
position (consistent with, e.g., the EU General Data Protection

Regul ation) is to hide PIl unless otherw se instructed. Wile sone
have argued that a systemlike that of autonobile registration plates
shoul d suffice for UAS, others have argued persuasively that each
generation of new identifiers should take advantage of advancing
technol ogy to protect privacy, to the extent conpatible with the
transparency needed to protect safety.

A viable architecture for PIl protection would be symretric
encryption of the PII using a key known to the UAS and a USS servi ce.
An aut hori zed Cbserver may send the encrypted PII along with the
Renote ID (to their UAS display service) to get the plaintext. The
aut hori zed Qbserver may send the Renote ID (to their UAS display
service) and receive the key to directly decrypt all PIl content from
t he UA

PIl is protected unless the UAS is inforned otherwise. This may cone
fromoperational instructions to even permt flying in a space/tine.
It may be special instructions at the start or during an operation.
PI'l protection should not be used if the UAS | oses connectivity to
the USS. The USS al ways has the option to abort the operation if Pl
protection is disallowed.

An aut hori zed observer may instruct a UAS via the USS that conditions
have changed mandating no PIl protection or |and the UA
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9.

10.

11.

12.

12.

| ANA Consi derati ons
Editor’s note: placehol der
Security Considerations

DRIP is all about safety and security, so content pertaining to such
is not limted to this section. The security provided by asymetric
crypt ographi ¢ techni ques depends upon protection of the private keys.
A manuf acturer that enmbeds a private key in an UA nay have retained a
copy. A manufacturer whose UA are configured by a cl osed source
application on the GCS which communi cates over the Internet with the
factory may be sending a copy of a UA or GCS sel f-generated key back
to the factory. Keys may be extracted froma GCS or UA, the RID
sender of a small harmless UA (or the entire UA) could be carried by
a larger dangerous UA as a "false flag." Conpromi se of a registry
private key could do wi despread harm Key revocati on procedures are
as yet to be determned. These risks are in addition to those

i nvol vi ng Operator key managenent practices.
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Appendi x A. Overview of Unmanned Aircraft Systens (UAS) Traffic
A.1. Operation Concept

The National Aeronautics and Space Adm nistration (NASA) and FAAs’
effort of integrating UAS s operation into the national airspace
system (NAS) |l eads to the devel opnment of the concept of UTM and the
ecosystemaround it. The UTM concept was initially presented in
2013. The eventual devel opnent and i npl enentati on are conducted by
the UTM research transition teamwhich is the joint workforce by FAA
and NASA. World efforts took place afterward. The Single European
Sky ATM Research (SESAR) started the CORUS project to research its
UTM count erpart concept, nanely [U Space]. This effort is led by the
Eur opean Organi zation for the Safety of Air Navigation (Eurocontrol).

Bot h NASA and SESAR have published the UTM concept of operations to
gui de the devel opment of their future air traffic managenent (ATM
system and nake sure safe and efficient integrations of manned and
unmanned aircraft into the national airspace.

The UTM conposes of UAS operation infrastructure, procedures and

| ocal regulation conpliance policies to guarantee UAS s safe
integration and operation. The main functionality of a UTM i ncl udes,
but is not limted to, providing neans of comruni cati on between UAS
operators and service providers and a platformto facilitate

conmuni cati on anmong UAS service providers.

A. 2. UAS Service Supplier (USS)

A USS plays an inportant role to fulfill the key performance
indicators (KPIs) that a UTMhas to offer. Such Entity acts as a
proxy between UAS operators and UTM service providers. |t provides
services like real-time UAS traffic nonitor and pl anning,

aeronautical data archiving, airspace and violation control,
interacting with other third-party control entities, etc. A USS can
coexist with other USS(s) to build a |arge service coverage map whi ch
can | oad- bal ance, relay and share UAS traffic information.

The FAA works with UAS industry sharehol ders and pronotes the Low

Al titude Authorization and Notification Capability [LAANC] program
which is the first inplenentation to realize UTMs functionality.
The LAANC program can autonmate the UAS' s fly plan application and
approval process for airspace authorization in real-tinme by checking
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against nmultiple aeronautical databases such as airspace
classification and fly rules associated with it, FAA UAS facility
map, special use airspace, Notice to airman (NOTAM and Tenporary
flight rule (TFR)

A 3. UIM Use Cases for UAS Operations

This section illustrates a couple of use case scenarios where UAS
participation in UTM has significant safety inprovenent.

1. For a UAS participating in UTM and takeoff or land in a
controlled airspace (e.g., Class Bravo, Charlie, Delta and Echo
in United States), the USS where UAS is currently comuni cating
with is responsible for UAS s registration, authenticating the
UAS' s fly plan by checki ng agai nst designated UAS fly map
dat abase, obtaining the air traffic control (ATC) authorization
and nonitor the UAS fly path in order to maintain safe boundary
and follow the pre-authorized route.

2. For a UAS participating in UTMand take off or land in an
uncontrol |l ed airspace (ex. Cass Golf in the United States),
pre-fly authorization nust be obtained froma USS when operati ng
beyond- vi sual - of -si ght (BVLOS) operation. The USS either accepts
or rejects received intended fly plan fromthe UAS. Accepted UAS
operation may share its current fly data such as GPS position and
altitude to USS. The USS may keep the UAS operation status near
real -tinme and may keep it as a record for overall airspace air
traffic nonitor.

A 4. Automatic Dependent Surveill ance Broadcast (ADS-B)

The ADS-B is the de facto technol ogy used in nanned aviation for
sharing locaiton infonraiton, which is a ground and satellite based
system designed in the early 2000s. Broadcast RID is conceptually
simlar to ADS-B. However, for nunerous technical and regul atory
reasons, ADS-B itself is not suitable for lowflying small UA
Techni cal reasons include: needing RF-LOS to | arge, expensive (hence
scarce) ground stations; needing both a satellite receiver and 1090
MHz transcei ver onboard CSWAP constrained UA; the |imted bandw dth
of both uplink and downlink, which are adequate for the current
manned aviation traffic volune, but would |ikely be saturated by

| arge nunbers of UAS, endangering manned avi ation; etc.
Under st andi ng t hese technical shortcom ngs, regulators world-w de
have rul ed out use of ADS-B for the small UAS for which UAS RI D and
DRI P are intended.
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